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ABSTRACT 
Wireless Sensor Networks is keen to using technology of these days and also the big challenge is Fault Tolerence. These 

circumstanes of node infection can affect generated and incoming data streams resulting in intensity of inaccurate data, misleading 

packet translation, wrong decision making and severe communication disruption. During the disruption of sensor nodes data 

streams indicate the spread of malicious attacks, hardware failure and software corruption occurs. Mainly, the high risk of falling  

into Re-routing loops and involvement  in unnecessary transmissions. In BOUNDHOLE and GAR method can avoiding the those 

issues of Re-routing and Unnecessary transmission. Then, the solution to By-Passing Routing (BPR)the infected nodes and Twin 

Rolling balls technique uses two balls which rotates in clockwise and anti-clockwise direction to fing the next hop safe node using 

GF-Algorithm. The identification of identified infected nodes is done by adapting a Fuzzy data clustering  approach  which classifies 

the nodes based on  the fraction of anamolous  data that is detected in individual data streams. Using BPR technique solving both 

of the problems in the existing methods, proposed the Particle swarm optimization (PSO) based effective clustering for formation 

of identified of uninfected nodes. It is observed that, the major limitation of existing clustering protocols is residual node formation 

which affects the entire network lifetime severely. While clustering using OEERP, some nodes are left out in the network without 

being a member of any of the cluster in time t1. After sometime, the same individual nodes may become member of any cluster in 

the network and some other nodes may become left out nodes during next cluster formation. The proposed E-OEERP 

reduces/eliminates such individual node formation and improves the overall network lifetime when compared with the existing 

protocols. It can be achieved by applying the concepts of PSO and gravitational search algorithm (GSA) for cluster formation and 

routing, respectively. For each cluster head (CH), a supportive node called cluster assistant node is elected to reduce the overhead 

of the CH. With the help of PSO, clustering is performed until all the nodes become a member of any of the cluster. This eliminates 

the individual node formation which results in comparatively better network lifetime. With the concept of GSA, the term force 

between the CHs is considered for finding the next best hop during route construction phase. The performance of the proposed 

work in terms of energy consumption, throughput, packet delivery ratio, and network lifetime are evaluated and compared with 

the existing OEERP, low energy adaptive clustering hierarchy, data routing for in-network aggregation, base-station controlled 

dynamic clustering protocols. This project is simulated using NS-2 simulator. The results prove that, the proposed E-OEERP shows 

better performance in terms of lifetime. 

 

KEYWORDS:  Wireless sensor networks, By-Passing Routing, Fuzzy data clustering, anomalies detection, PSO, GSA, E-

OEERP, performance evaluation 
 

INTRODUCTION 
 

WIRELESS sensor networks (WSN) have been the cutting-edge technology in various remote event 
monitoring applications, especially in hazardous areas and hostile environments, for more than a decade. The 
detection of certain events is made viable through data sensing and forwarding from sensor nodes to the so 
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called sink node for further processing. As such, the o
involves communication of outstanding data to the sink node. However, energy constraints and other resource 
limitations restrict direct communications between sensors and the sink node. 
from a few to several hundreds or even thousands, where each node is connected to one (or sometimes several) 
sensors. Each such sensor network node has typically several parts: a
internal antenna or connection to an external antenna, a
the sensors and an energy source, usually a
node might vary in size from that of a shoebox down to the size of a grain of dust, although functioning "motes" 
of genuine microscopic dimensions have yet to be created. The cost of sensor nodes is similarly variable,
ranging from a few to hundreds of dollars, depending on the complexity of the individual sensor nodes. Size and 
cost constraints on sensor nodes result in corresponding constraints on resources such as energy, memory, 
computational speed and communication
network to an advanced multi-hop wireless mesh network
network can be routing or flooding. 
 
1.1. Problem Statement: 

� Malware attacks, hardware failures and software corruption which can reduce nodes’ functionality and 
badly affect most WSN operations.

� During such a situation, some packets may not be forwarded to their destinations; may become lost in 
transmission or get stuck in an infected area.

� Packets containing anomalous data can also result in false analyses and in
the end systems. 

 
Fig. 1: Some nodes are identified as infected due to malware attack, hardware failure or
 
1.2. Contribution: 

Main role in this research and can be noted as follows:
� An innovative way of reducing the increase in packet loss rate is proposed by avoiding or by

the identified infected regions and redirecting the packets using the uninfected nodes. This method is 
called by-passed routing (BPR).

� Uniquely, in order to get the stuck packets out of infected areas, a unique 
technique is proposed in which two balls are rotated clockwise and counter

� Different from existing rolling ball technique, 
the balls, provided that it is uninfected.

Performance evaluation and analysis using network simulator 2  show that the proposed solution is able to 
facilitate fewer hops traversed, a higher packet deliv
proposed BPR method is also able to minimize the average end
of communication overhead. Overall, our technique shows desirable performance and exhibits substa
improvement compared to existing methods.

The rest of the paper is organized as follows. Section 2 presents several related work found in literature, 
while Section 3 formulates the problem. The paper continues with the proposed solutions in Section 4
ByFormation of cluster to PSO and 
Finally, Section 6 concludes the paper. 
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called sink node for further processing. As such, the occurrence of any unexpected circumstance normally 
involves communication of outstanding data to the sink node. However, energy constraints and other resource 

restrict direct communications between sensors and the sink node. The WSN is built of 
from a few to several hundreds or even thousands, where each node is connected to one (or sometimes several) 
sensors. Each such sensor network node has typically several parts: a radio

or connection to an external antenna, a microcontroller, an electronic circuit for interfacing with 
the sensors and an energy source, usually a battery or an embeddedform of energy harvesting

might vary in size from that of a shoebox down to the size of a grain of dust, although functioning "motes" 
of genuine microscopic dimensions have yet to be created. The cost of sensor nodes is similarly variable,
ranging from a few to hundreds of dollars, depending on the complexity of the individual sensor nodes. Size and 
cost constraints on sensor nodes result in corresponding constraints on resources such as energy, memory, 
computational speed and communications bandwidth. The topology of the WSNs can vary from a simple

wireless mesh network. The propagation technique between the hops of the 
 

Malware attacks, hardware failures and software corruption which can reduce nodes’ functionality and 
badly affect most WSN operations. 
During such a situation, some packets may not be forwarded to their destinations; may become lost in 
transmission or get stuck in an infected area. 
Packets containing anomalous data can also result in false analyses and in-correct decision making at 

 

Some nodes are identified as infected due to malware attack, hardware failure or software corruption

Main role in this research and can be noted as follows: 
An innovative way of reducing the increase in packet loss rate is proposed by avoiding or by
the identified infected regions and redirecting the packets using the uninfected nodes. This method is 

(BPR). 
Uniquely, in order to get the stuck packets out of infected areas, a unique twin rolling balls
technique is proposed in which two balls are rotated clockwise and counter-clockwise simultaneously. 
Different from existing rolling ball technique, the next hop is selected when a node is touched by one of 
the balls, provided that it is uninfected. 

Performance evaluation and analysis using network simulator 2  show that the proposed solution is able to 
facilitate fewer hops traversed, a higher packet deliveryratio (PDR) and excellent routing efficiency. The 
proposed BPR method is also able to minimize the average end-toend delay and reduce a considerable amount 
of communication overhead. Overall, our technique shows desirable performance and exhibits substa
improvement compared to existing methods. 

The rest of the paper is organized as follows. Section 2 presents several related work found in literature, 
while Section 3 formulates the problem. The paper continues with the proposed solutions in Section 4

and E-OEERP Routing. Experimental evaluations isgiven in Section 5 and 
concludes the paper. Section 7 Future Scope of this Papar. 
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ccurrence of any unexpected circumstance normally 
involves communication of outstanding data to the sink node. However, energy constraints and other resource 

The WSN is built of "nodes" – 
from a few to several hundreds or even thousands, where each node is connected to one (or sometimes several) 

radio transceiver with an 
, an electronic circuit for interfacing with 

energy harvesting. A sensor 
might vary in size from that of a shoebox down to the size of a grain of dust, although functioning "motes" 

of genuine microscopic dimensions have yet to be created. The cost of sensor nodes is similarly variable, 
ranging from a few to hundreds of dollars, depending on the complexity of the individual sensor nodes. Size and 
cost constraints on sensor nodes result in corresponding constraints on resources such as energy, memory, 

s bandwidth. The topology of the WSNs can vary from a simple star 
. The propagation technique between the hops of the 

Malware attacks, hardware failures and software corruption which can reduce nodes’ functionality and 

During such a situation, some packets may not be forwarded to their destinations; may become lost in 

correct decision making at 

software corruption. 

An innovative way of reducing the increase in packet loss rate is proposed by avoiding or by-passing 
the identified infected regions and redirecting the packets using the uninfected nodes. This method is 

twin rolling balls (RBs) 
clockwise simultaneously.  

is selected when a node is touched by one of 

Performance evaluation and analysis using network simulator 2  show that the proposed solution is able to 
eryratio (PDR) and excellent routing efficiency. The 

toend delay and reduce a considerable amount 
of communication overhead. Overall, our technique shows desirable performance and exhibits substantial 

The rest of the paper is organized as follows. Section 2 presents several related work found in literature, 
while Section 3 formulates the problem. The paper continues with the proposed solutions in Section 4 

given in Section 5 and 
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2. Related Work: 
There are few inherent issues that concern WSN research 

lifetime [1], sensor localization, sin
been receiving the most significant interests. Most of the routing protocols developed for sens
employ greedy forwarding (GF) algorithm
neighbor. The neighbour that receives the packet will repeat the process until the packet reaches its intended 
destination. This technique is proven to be efficient in reducing energy consumption sin
additional routing overhead. However, it suffers from the local minima phenomena or ‘holes’ problem which 
has attracted much attention from the research communities in the sensor network domain, resulting in various 
methods. 

Local minima generally refers to the the classic situation where packets cannot be forwarded to the next hop 
since there exists no other node that has shorter distance to destination than itself. Some of these methods 
employ a graph-based technique, which require th
scalability. On the other hand, non
expenditure, which are unsuitable for WSN. Here, holes can also be inferred as the ‘hot s
congestion, or the phenomenon where sensor nodes are destroyed due to natural disasters such as forest fire or 
nodes failure. The presence of holes introduces several difficulties and may cause major changes in the network 
topology. 

Another issue in the traditional GF is
nodes may end up transmitting to the same hop, thus causing traffic overflow. This scenario will severely 
degrade the whole network performance. One wa
load balancing [14]. The latter approach deploys geographic position information and a network congestion 
metric to balance the traffic so that congestion is significantly reduced. Neverthele
a routing techniqueto divert traffic away from any holes or infected regions. Basically, the idea of by
holes can be found. This approach introduces BOUNDHOLE algorithm to discover holes and establish adaptive 
routes to by-pass the identified nodes. This algorithm separates the boundary of the holes and routes the packets 
based on the original GF. The communication between boundary nodes is done using sweeping lines, which 
requires nodes to remember the shape of the
always be dynamic in nature and the use of the previous holes’ shapes may just be wasting the limited memory 
and energy of sensor nodes. Another major issue of BOUNDHOLE is the false boundary de
presents a high risk of falling into a loop. This leads to longer routing which may quickly deplete the energy of 
the nodes and severely degrade the performance.

Greedy anti-void routing (GAR)
detection in the BOUNDHOLE approach. It employs a rolling ball method which is attached or hinged at the 
node having the local minima problem and rotate counter
intersects with the rolling ball and is closer to the destination node will be selected as the next hop. The ball will 
then continue the rotation until the next node is hit and the process continues until the packet safely arrives at 
the destination node. Though this method exhibits better performance than BOUNDHOLE, it visits unnecessary 
nodes, resulting in higher energy consumption. The technique is basically similar to the rolling ball technique 
used in GAR. However, it eliminates visits to unne
efficient routing protocol. 

In this project, effective cluster formation
to reduce the individual/residual node formation
Enhanced – Optimized Energy Efficient Routing Protocol
Optimized Energy Efficient Routing Protocol[5] 
individual nodes, the concepts of 
Constructing the optimal routing path to transmit the sensed data is another challenging task in 
proposed system, Gravitational Search Algorithm (GSA)
to transmit the sensed data to the base station.

Fig. 2: System Architecture of Cluster
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There are few inherent issues that concern WSN research communities including fault
, sink mobility, security [11] and also routing. Among all, routing issues have 

been receiving the most significant interests. Most of the routing protocols developed for sens
dy forwarding (GF) algorithm [14] which forwards a packet to a destination node via 1

neighbor. The neighbour that receives the packet will repeat the process until the packet reaches its intended 
destination. This technique is proven to be efficient in reducing energy consumption sin
additional routing overhead. However, it suffers from the local minima phenomena or ‘holes’ problem which 
has attracted much attention from the research communities in the sensor network domain, resulting in various 

generally refers to the the classic situation where packets cannot be forwarded to the next hop 
since there exists no other node that has shorter distance to destination than itself. Some of these methods 

based technique, which require the entire network graph to be stored, thus leading to poor 
scalability. On the other hand, non-graph-based techniques will result in long routing paths and high energy 
expenditure, which are unsuitable for WSN. Here, holes can also be inferred as the ‘hot s
congestion, or the phenomenon where sensor nodes are destroyed due to natural disasters such as forest fire or 
nodes failure. The presence of holes introduces several difficulties and may cause major changes in the network 

Another issue in the traditional GF is congestion [14]. Since sensors in WSN are densely deployed, some 
nodes may end up transmitting to the same hop, thus causing traffic overflow. This scenario will severely 
degrade the whole network performance. One way to tackle this issue is by using multiple paths technique  and 

]. The latter approach deploys geographic position information and a network congestion 
metric to balance the traffic so that congestion is significantly reduced. Nevertheless, our method is focusing on 
a routing techniqueto divert traffic away from any holes or infected regions. Basically, the idea of by
holes can be found. This approach introduces BOUNDHOLE algorithm to discover holes and establish adaptive 

pass the identified nodes. This algorithm separates the boundary of the holes and routes the packets 
based on the original GF. The communication between boundary nodes is done using sweeping lines, which 
requires nodes to remember the shape of the previous holes, thus needs extra memory. Moreover, holes can 
always be dynamic in nature and the use of the previous holes’ shapes may just be wasting the limited memory 
and energy of sensor nodes. Another major issue of BOUNDHOLE is the false boundary de
presents a high risk of falling into a loop. This leads to longer routing which may quickly deplete the energy of 
the nodes and severely degrade the performance. 

void routing (GAR)[4][11][14] has been designed to tackle the issue of false boundary 
detection in the BOUNDHOLE approach. It employs a rolling ball method which is attached or hinged at the 
node having the local minima problem and rotate counter-clockwise with R=2 radius. The first n
intersects with the rolling ball and is closer to the destination node will be selected as the next hop. The ball will 
then continue the rotation until the next node is hit and the process continues until the packet safely arrives at 

on node. Though this method exhibits better performance than BOUNDHOLE, it visits unnecessary 
nodes, resulting in higher energy consumption. The technique is basically similar to the rolling ball technique 
used in GAR. However, it eliminates visits to unnecessary nodes, resulting in a shorter routing path and a more 

In this project, effective cluster formation[2][3][12] takes place using Particle Swarm Optimization in order 
to reduce the individual/residual node formation[10][11]. PSO based energy efficient routing

Optimized Energy Efficient Routing Protocol (E-OEERP) is proposed. Clustering in the existing 
ergy Efficient Routing Protocol[5] results in individual node formation. For eliminating such 

individual nodes, the concepts of Particle Swarm Optimization (PSO) are used for cluster formation. 
Constructing the optimal routing path to transmit the sensed data is another challenging task in 
proposed system, Gravitational Search Algorithm (GSA)[9] is also used for constructing an optimal routing path 
to transmit the sensed data to the base station. 

 
System Architecture of Cluster Formation in WSN 
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including fault-resilience, network 
. Among all, routing issues have 

been receiving the most significant interests. Most of the routing protocols developed for sensor networks 
which forwards a packet to a destination node via 1-hop 

neighbor. The neighbour that receives the packet will repeat the process until the packet reaches its intended 
destination. This technique is proven to be efficient in reducing energy consumption since it does not incur 
additional routing overhead. However, it suffers from the local minima phenomena or ‘holes’ problem which 
has attracted much attention from the research communities in the sensor network domain, resulting in various 

generally refers to the the classic situation where packets cannot be forwarded to the next hop 
since there exists no other node that has shorter distance to destination than itself. Some of these methods 

e entire network graph to be stored, thus leading to poor 
based techniques will result in long routing paths and high energy 

expenditure, which are unsuitable for WSN. Here, holes can also be inferred as the ‘hot spots’ caused by traffic 
congestion, or the phenomenon where sensor nodes are destroyed due to natural disasters such as forest fire or 
nodes failure. The presence of holes introduces several difficulties and may cause major changes in the network 

]. Since sensors in WSN are densely deployed, some 
nodes may end up transmitting to the same hop, thus causing traffic overflow. This scenario will severely 

y to tackle this issue is by using multiple paths technique  and 
]. The latter approach deploys geographic position information and a network congestion 

ss, our method is focusing on 
a routing techniqueto divert traffic away from any holes or infected regions. Basically, the idea of by-passing the 
holes can be found. This approach introduces BOUNDHOLE algorithm to discover holes and establish adaptive 

pass the identified nodes. This algorithm separates the boundary of the holes and routes the packets 
based on the original GF. The communication between boundary nodes is done using sweeping lines, which 

previous holes, thus needs extra memory. Moreover, holes can 
always be dynamic in nature and the use of the previous holes’ shapes may just be wasting the limited memory 
and energy of sensor nodes. Another major issue of BOUNDHOLE is the false boundary detection problem that 
presents a high risk of falling into a loop. This leads to longer routing which may quickly deplete the energy of 

has been designed to tackle the issue of false boundary 
detection in the BOUNDHOLE approach. It employs a rolling ball method which is attached or hinged at the 

clockwise with R=2 radius. The first node that 
intersects with the rolling ball and is closer to the destination node will be selected as the next hop. The ball will 
then continue the rotation until the next node is hit and the process continues until the packet safely arrives at 

on node. Though this method exhibits better performance than BOUNDHOLE, it visits unnecessary 
nodes, resulting in higher energy consumption. The technique is basically similar to the rolling ball technique 

cessary nodes, resulting in a shorter routing path and a more 

takes place using Particle Swarm Optimization in order 
based energy efficient routingprotocol called 

OEERP) is proposed. Clustering in the existing 
results in individual node formation. For eliminating such 

(PSO) are used for cluster formation. 
Constructing the optimal routing path to transmit the sensed data is another challenging task in WSN. In the 

is also used for constructing an optimal routing path 
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3. Problem Formulation: 

This section explains the problem formulation of this paper. All the notations used can be referred in Table 
1. Consider a 
 
3.1 Local Minima Problem: 

Local Minima or void is a problem derived from the original GF algorithm. It can be defined as follows:
 

{
KNP | d(

KNP ,
DNP ),

KNP Є
VNT }=Φ

 
Problem 1 (Local minima) [19]: 

The local minima problem occurs when there exists a node N
neighbour to the destination than itself. In such a scenario, the node cannot forward the packets to their 
destinations, hence creating the local minima problem. This can be presented as follows:
 
Table 1: List of Notations 

 
3.2 Rolling Ball Limitation: 

Rolling Ball is proven to be successful in avoiding the identified infected regions, it tends to visit 
unnecessary nodes and results in longer routing delays. The definition of RB and its problem can be given as 
follows: 
 
Definition 1:(Rolling Ball): 

In a given set of sensor nodes N
that is hinged or attached at a centre point 
located inside the rolling ball as { 
within the rolling ball. 
 
Problem 2 (False Boundary Detection)

As the ball (RBN(Si,R/2) is hinged at the centre of the node 
clockwise until the next node Nj touches the rolling ball. The same procedures apply to N
termination phase. However, there will be communication intersection with another nodes. This will resu
longer routing path due to visiting the unnecessary nodes.

 
4. The Proposed Solution: 

By-passed routing technique comprises two main parts, namely Infected area detection and by
routing. The first part detects the occurrence of infected nodes ada
identify anomalies [8] based on the received data signals. The fuzzy clustering method is chosen as it provides 
an unsupervised and modular method for evaluating anomalous data over the different sensor nodes. A 
centric point of view as with fuzzy clustering is suitable when evaluating whether a node is infected or not, 
whether it is through a hardware malfunction, malware attack or software corruption.
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section explains the problem formulation of this paper. All the notations used can be referred in Table 

Local Minima or void is a problem derived from the original GF algorithm. It can be defined as follows:

}=Φ.        

The local minima problem occurs when there exists a node Nv in the network, that has no closest 1
neighbour to the destination than itself. In such a scenario, the node cannot forward the packets to their 
destinations, hence creating the local minima problem. This can be presented as follows: 

 

Rolling Ball is proven to be successful in avoiding the identified infected regions, it tends to visit 
unnecessary nodes and results in longer routing delays. The definition of RB and its problem can be given as 

NiЄNr, we say a circle is a Rolling Ball if there exists a circle (
that is hinged or attached at a centre point Siє R

2 with a radius of (R/2). No other node such as N
located inside the rolling ball as { RBN(Si,R/2) intersection N } = 0 where RBN(Si,R/2) 

Problem 2 (False Boundary Detection): 
) is hinged at the centre of the node Ni, it will rotate in a clockwise or counter

touches the rolling ball. The same procedures apply to N
termination phase. However, there will be communication intersection with another nodes. This will resu
longer routing path due to visiting the unnecessary nodes. 

passed routing technique comprises two main parts, namely Infected area detection and by
routing. The first part detects the occurrence of infected nodes adapting a Fuzzy Data Clustering approach to 

] based on the received data signals. The fuzzy clustering method is chosen as it provides 
an unsupervised and modular method for evaluating anomalous data over the different sensor nodes. A 
centric point of view as with fuzzy clustering is suitable when evaluating whether a node is infected or not, 
whether it is through a hardware malfunction, malware attack or software corruption. 
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section explains the problem formulation of this paper. All the notations used can be referred in Table 

Local Minima or void is a problem derived from the original GF algorithm. It can be defined as follows: 

     (1) 

in the network, that has no closest 1-hop 
neighbour to the destination than itself. In such a scenario, the node cannot forward the packets to their 

 

Rolling Ball is proven to be successful in avoiding the identified infected regions, it tends to visit 
unnecessary nodes and results in longer routing delays. The definition of RB and its problem can be given as 

, we say a circle is a Rolling Ball if there exists a circle (RBNi(Si,R/2)) 
). No other node such as NkЄ N should be 

 denotes the open area 

will rotate in a clockwise or counter-
touches the rolling ball. The same procedures apply to Nj until the ball enters a 

termination phase. However, there will be communication intersection with another nodes. This will result in 

passed routing technique comprises two main parts, namely Infected area detection and by-passed 
pting a Fuzzy Data Clustering approach to 

] based on the received data signals. The fuzzy clustering method is chosen as it provides 
an unsupervised and modular method for evaluating anomalous data over the different sensor nodes. A data-
centric point of view as with fuzzy clustering is suitable when evaluating whether a node is infected or not, 
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Fig. 3: The Rolling Ball Operation 

Where, 
VNT is the neighbouring table containing the closest 1

not be chosen to be the next forwarding hop since it has larger distance to destination compared with N

Fig. 4: The communication intersection problem which defines the exit gate node
 
The information about infected nodes is then directly used for traffic diversion in the proposed BPR 

technique. The novelty of the BPR approach relies on the introduction of the simultaneous twin rolli
technique that detects the next 1-hop neighbour faster than the existing GAR approach. Using this approach, the 
first node that hits any ball in any direction and is uninfected is assigned as the next hop. A further different way 
of getting the stuck packets out of infected regions is another unique contribution of BPR.

This section begins with the details of the fuzzy data clustering approach for infected area detection before 
proceeding to the proposed BPR technique, which is the heart of the pap
BPR technique is shown in Fig. 5. 
 
4.1. Fuzzy Data Clustering: 

Here, To define a particular sensor node as an infected node and a set of such nodes which are adjacent to 
each other in terms of communication space as 
 
Definition : 2 (Infected Node): 

Given a set of sensor N = [N1,N
if it satisfies the following  condition.

Fig. 5: The Proposed Architecture view for By
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is the neighbouring table containing the closest 1- hop neighbours of Nv

not be chosen to be the next forwarding hop since it has larger distance to destination compared with N

 
intersection problem which defines the exit gate node 

The information about infected nodes is then directly used for traffic diversion in the proposed BPR 
technique. The novelty of the BPR approach relies on the introduction of the simultaneous twin rolli

hop neighbour faster than the existing GAR approach. Using this approach, the 
first node that hits any ball in any direction and is uninfected is assigned as the next hop. A further different way 

uck packets out of infected regions is another unique contribution of BPR.
This section begins with the details of the fuzzy data clustering approach for infected area detection before 

proceeding to the proposed BPR technique, which is the heart of the paper. The overall picture of the proposed 

Here, To define a particular sensor node as an infected node and a set of such nodes which are adjacent to 
each other in terms of communication space as an infected area as per the following definitions.

,N2,…….,Nn] nodes on a WSN, a particular node Ni is considered 
if it satisfies the following  condition. 

 
Architecture view for By-Passed Routing technique 
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v. In this case, Nk could 

not be chosen to be the next forwarding hop since it has larger distance to destination compared with Nv. 

The information about infected nodes is then directly used for traffic diversion in the proposed BPR 
technique. The novelty of the BPR approach relies on the introduction of the simultaneous twin rolling balls 

hop neighbour faster than the existing GAR approach. Using this approach, the 
first node that hits any ball in any direction and is uninfected is assigned as the next hop. A further different way 

uck packets out of infected regions is another unique contribution of BPR. 
This section begins with the details of the fuzzy data clustering approach for infected area detection before 

er. The overall picture of the proposed 

Here, To define a particular sensor node as an infected node and a set of such nodes which are adjacent to 
an infected area as per the following definitions. 

is considered as infected 
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� Contains some outlying fluctuation points which can be classified as anomalous with it’s fraction over 
normal measurements is >=10 percent of its aggregated readings over a considered time window 
 
Definition : 3 (Infected Area): 

Given a subset (n) of WSN sensor nodes (n 
considered as an infected area if and only if;

� All the sensor nodes in n satisfy the criteria for Definition : 2.
� Each node is within one hop communication distance of at least one other node in 

 
4.2. By-Passing Routing: 

The aim of this technique is twofold. First, to get the stuck or trapped packets out of the corrupted regions 
in a timely manner by observing real
concerned about the incoming traffic that will have to be detoured in order to avoid them from being sent to the 
infected region. Once the information about the infected nodes is obtained, the info
the area and redirect incomingtraffic to unaffected nodes. Having saidthat, this section comprises of three 
different parts: Getting the Stuck Packets Out, By
 
4.2.1. Getting the Stuck Packets Out

When nodes are infected, some packets are trapped inside the region and cannot be forwarded to the next 
hop simply because there is no available node to do so. These packets may have a high possibility of being 
dropped if no alternative arrangements are made to get them out of the infected region.

This section explains the detailed implementation of the proposed technique which consists of three parts: 
the proposed Twin Rolling Balls, Forwarding the Stuck Packets, and the Derivation of Exit
whole process of avoiding the infected region is presented in Algorithm 1. 

The twin rolling balls. Once the infected packets and the nodes that they are residing have been identified, 
we need to define the boundary nodes to route the pac
boundary nodes in the proposed method is inspir
However, unlike the previous method
clockwise (dcc) as shown in Fig. 6. Rotating in just one direction may take a longer time if the node happened to 
be located far away from the ball. 

Then counter this problem using
balls in different directions. The proposed algorithm does not just consider the intersection between the rolling 
ball(RBiNi (Si,R/2)) and a node as the next corresponding bou
the potential forwarding node. Besides avoiding a close
approach automatically avoids packets from being forwarded to the wrong nodes as in BOUNDHOLE. 
Furthermore, the proposed twin rolling balls ensures faster detection of the next hop since the node can be hit by 
any of the balls in any directions. For example, if a node is located closer to the ball in clockwise direction, 
rotating the ball in counter-clockwise may result in longer delay. 
 
Definition: 3 (The Twin Rolling Balls):

The Twin Rolling Balls is defined as two identical balls 
R/2 hinged at NLocal and rotate in two directions simultaneously until the first node is hit. The twin rolling balls 
operation can be found in Algorithm 2.
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Contains some outlying fluctuation points which can be classified as anomalous with it’s fraction over 
normal measurements is >=10 percent of its aggregated readings over a considered time window 

Given a subset (n) of WSN sensor nodes (n Є N), which are over a particular spatial area A, that area is 
considered as an infected area if and only if; 

All the sensor nodes in n satisfy the criteria for Definition : 2. 
node is within one hop communication distance of at least one other node in 

The aim of this technique is twofold. First, to get the stuck or trapped packets out of the corrupted regions 
in a timely manner by observing real-time applications maximum delays of 150 ms.Second, we are also 
concerned about the incoming traffic that will have to be detoured in order to avoid them from being sent to the 
infected region. Once the information about the infected nodes is obtained, the information is used to by
the area and redirect incomingtraffic to unaffected nodes. Having saidthat, this section comprises of three 
different parts: Getting the Stuck Packets Out, By-passing the infected areas, and Normal Routing

uck Packets Out: 
When nodes are infected, some packets are trapped inside the region and cannot be forwarded to the next 

hop simply because there is no available node to do so. These packets may have a high possibility of being 
rangements are made to get them out of the infected region. 

This section explains the detailed implementation of the proposed technique which consists of three parts: 
the proposed Twin Rolling Balls, Forwarding the Stuck Packets, and the Derivation of Exit
whole process of avoiding the infected region is presented in Algorithm 1.  

 
The twin rolling balls. Once the infected packets and the nodes that they are residing have been identified, 

we need to define the boundary nodes to route the packets away from the infected areas. The detection of the 
boundary nodes in the proposed method is inspired by the rolling ball technique as described in Section 3.2. 

, unlike the previous method, the angle of rotations are in both directions; clockwise (dc) and counter
. Rotating in just one direction may take a longer time if the node happened to 

Then counter this problem using two different balls that are attached to the same point (N
balls in different directions. The proposed algorithm does not just consider the intersection between the rolling 

) and a node as the next corresponding boundary node, but also the absence of anomalies in 
the potential forwarding node. Besides avoiding a close-loop formation and false-boundary detection, this 
approach automatically avoids packets from being forwarded to the wrong nodes as in BOUNDHOLE. 

rmore, the proposed twin rolling balls ensures faster detection of the next hop since the node can be hit by 
any of the balls in any directions. For example, if a node is located closer to the ball in clockwise direction, 

wise may result in longer delay. It can be define the following properties.

Definition: 3 (The Twin Rolling Balls): 
The Twin Rolling Balls is defined as two identical balls RB1Ni (Si,R/2) and RB2Ni (Si,R/2) each with radius 

and rotate in two directions simultaneously until the first node is hit. The twin rolling balls 
operation can be found in Algorithm 2. 
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Contains some outlying fluctuation points which can be classified as anomalous with it’s fraction over 
normal measurements is >=10 percent of its aggregated readings over a considered time window δT.     

N), which are over a particular spatial area A, that area is 

node is within one hop communication distance of at least one other node in n. 

The aim of this technique is twofold. First, to get the stuck or trapped packets out of the corrupted regions 
applications maximum delays of 150 ms.Second, we are also 

concerned about the incoming traffic that will have to be detoured in order to avoid them from being sent to the 
rmation is used to by-pass 

the area and redirect incomingtraffic to unaffected nodes. Having saidthat, this section comprises of three 
passing the infected areas, and Normal Routing. 

When nodes are infected, some packets are trapped inside the region and cannot be forwarded to the next 
hop simply because there is no available node to do so. These packets may have a high possibility of being 

This section explains the detailed implementation of the proposed technique which consists of three parts: 
the proposed Twin Rolling Balls, Forwarding the Stuck Packets, and the Derivation of Exit Gate Node. The 

The twin rolling balls. Once the infected packets and the nodes that they are residing have been identified, 
kets away from the infected areas. The detection of the 

technique as described in Section 3.2. 
, the angle of rotations are in both directions; clockwise (dc) and counter-

. Rotating in just one direction may take a longer time if the node happened to 

two different balls that are attached to the same point (NLocal) and rotate the 
balls in different directions. The proposed algorithm does not just consider the intersection between the rolling 

ndary node, but also the absence of anomalies in 
boundary detection, this 

approach automatically avoids packets from being forwarded to the wrong nodes as in BOUNDHOLE. 
rmore, the proposed twin rolling balls ensures faster detection of the next hop since the node can be hit by 

any of the balls in any directions. For example, if a node is located closer to the ball in clockwise direction, 
define the following properties. 

(Si,R/2) each with radius 
and rotate in two directions simultaneously until the first node is hit. The twin rolling balls 
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Definition: 4 (Exit Gate Node): 

Exemplify a node Nx as an exit gate node with the angle of  
transmission range of NLocaland out of transmission range 

Fig. 6: The Twin Rolling Balls operation.

Fig. 7: Example of the constructing path using BOUNDHOLE and Rolling Ball Algorithm
 

Forwarding the stuck packets: 
In getting the stuck packets out from any infected regions, we based our analys

GAR. Having said that, the path selection using our approach results in shorter path diversion. This is because 
we avoid visiting the unnecessary nodes that will lead to an undesirable longer routing path. Unlike the existing 
rolling ball technique, once the local minima occurs, there will be two balls attached at the local minima node 
that rotate in two directions simultaneously; clockwise and coun
the distance of the first node that hits the rolling ball from both directions. Refe
hits the ball in clockwise is N5, while for counter

The  method suggests that the first node that hits the ball in either direction and is not infected, will be 
chosen as the next hop (N6 using counter
rest of the rotation. The ball continues moving counter
nodes within the communication range (R) of N
(e.g. source and intermediate nodes). By avoiding unnecessary transmissions, this method ca
paths, save much energy and so prolong network lifetime.
 
The exit gate node (Nexit): 

The process of finding an exit gate node can be found in Algorithm 
hits the ball is N8. If we select the pre
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as an exit gate node with the angle of  ˪N1N2NLocal in such a way that 
and out of transmission range N1 and N2. 

 
The Twin Rolling Balls operation. 

 
Example of the constructing path using BOUNDHOLE and Rolling Ball Algorithm

In getting the stuck packets out from any infected regions, we based our analysis on BOUNDHOLE and 
. Having said that, the path selection using our approach results in shorter path diversion. This is because 

nodes that will lead to an undesirable longer routing path. Unlike the existing 
rolling ball technique, once the local minima occurs, there will be two balls attached at the local minima node 
that rotate in two directions simultaneously; clockwise and counter-clockwise. This method will then compare 
the distance of the first node that hits the rolling ball from both directions. Referring to Fig. 7
hits the ball in clockwise is N5, while for counter-clockwise is N6. 

that the first node that hits the ball in either direction and is not infected, will be 
chosen as the next hop (N6 using counter-clockwise rotation). This node also determines the direction for the 
rest of the rotation. The ball continues moving counter-clockwise and the same process continues until all the 
nodes within the communication range (R) of NLocal are used. This includes the nodes that originated the packet 
(e.g. source and intermediate nodes). By avoiding unnecessary transmissions, this method ca
paths, save much energy and so prolong network lifetime. 

The process of finding an exit gate node can be found in Algorithm 3. As shown in Fig. 7
hits the ball is N8. If we select the previouslyused nodes, the close-loop routing will occur as in BOUNDHOLE 
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in such a way that Nx is in the 

Example of the constructing path using BOUNDHOLE and Rolling Ball Algorithm 

is on BOUNDHOLE and 
. Having said that, the path selection using our approach results in shorter path diversion. This is because 

nodes that will lead to an undesirable longer routing path. Unlike the existing 
rolling ball technique, once the local minima occurs, there will be two balls attached at the local minima node 

clockwise. This method will then compare 
rring to Fig. 7, the first node that 

that the first node that hits the ball in either direction and is not infected, will be 
clockwise rotation). This node also determines the direction for the 

ockwise and the same process continues until all the 
are used. This includes the nodes that originated the packet 

(e.g. source and intermediate nodes). By avoiding unnecessary transmissions, this method can result in shorter 

3. As shown in Fig. 7, the last node that 
loop routing will occur as in BOUNDHOLE 
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method. Since the last node that hits the ball is N8 and it contains no anomalies, we regard it as an Exit Gate 
node (Nexit), and this is contrast with GAR method which chooses Ne. As the
hit N10 and this process continues until the packet reaches its destination node N
introduces unnecessary visits to other nodes (N

In contrast, the selection of N8 in our method is based on the transmission range covered by N
reason, exclude Ne as the potential exit node and therefore avoid visiting the longer route. At this point, we 
proceed with the normal forwarding method (GF). Since none of the neighbouring nodes are inside the 
communication 

 

 
range of NLocal, the next hop is obtained by comparing t

destination ND. However, since Ne and N9 are located 
packets to the destination node based on the information received from N8. The total number of visited hops 
using this technique is 7 in contrast with 11 by the GAR. Thus, we save considerable time an
avoiding the transmission through unnecessary nodes.
 
4.2.2.By-Passing Infected Areas: 

Considering the aforesaid significance of providing timely delivery of real
methodacknowledges the need to protect both generated and 
nodes. Therefore, we provide an alternative route to detour the affected packets.

The initial phase of the proposed BPR technique is based on the GF algorithm. Neighbours’ location and 
distance to other neighbours are obtained through frequent beacon updates and kept in each node’s routing table. 
There are three processes in this method. First is flag notification of the infected nodes. This is followed by 
traffic diversion and finally the beacon updates.
 
Flag notificationof the infected nodes

Through the Fuzzy data clustering technique, each node is aware of their infection status. Once infected, the 
corresponding node will quickly notify the source node so that it will no longer receive any incoming p
This is done via a back-pressure notification by triggering an infection flag in the notification packet and 
sending it to the source node. Here, the flag is set to 1 if there is any infection, and stays 0 in normal mode.

The back-pressure is a message sent backwards to notify the senders of any events. This will also involve 
intermediate nodes that reside within the same route with the affected nodes. Upon receiving this notification, 
source node will stop sending through the infected node. The not
instead of broadcasting since the latter will send notifications to all the nodes in the network. This will result in 
unnecessary transmissions and obviously waste valuable resources and slow the communication p

Upon receiving the notification from the downstream nodes, the corresponding upstream node will check its 
routing table and delete the corresponding entry of the affected node. This upstream node will in turn forward 
the notification message to its 1-hop neighbour. The process is repeated until the notification reaches the source 
node. The source node will perform similar tasks and delete the entry of that particular node from its table so 
that it will not send further incoming packets through the
 
Traffic diversion: 

Each intermediate node knows the position and the shortest distance to their 1
information is obtained through periodic beacon updates between nodes. At this point, a node’s routing table 
will only contain a fresh list of its 1
boundaries of the affected regions and thus will be able to forward the packets to the correct destinations. In 
order to send a packet, a 1-hop neighbour wit
The intermediate nodes, upon receiving the packets, will in turn find their 1
forwarding the packets. Unless they receive another infection notification, these pr
packets reach their final destinations.
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method. Since the last node that hits the ball is N8 and it contains no anomalies, we regard it as an Exit Gate 
), and this is contrast with GAR method which chooses Ne. As the ball hinges at Ne, it will rotate and 

hit N10 and this process continues until the packet reaches its destination node ND. Not surprisingly, this method 
introduces unnecessary visits to other nodes (Ne,N10,N11,N12)whilst there is a shorter route to 

In contrast, the selection of N8 in our method is based on the transmission range covered by N
as the potential exit node and therefore avoid visiting the longer route. At this point, we 

l forwarding method (GF). Since none of the neighbouring nodes are inside the 

 

, the next hop is obtained by comparing the shortest distance between Ne,
. However, since Ne and N9 are located further away from ND, N13 will be chosen to forward the 

packets to the destination node based on the information received from N8. The total number of visited hops 
using this technique is 7 in contrast with 11 by the GAR. Thus, we save considerable time an
avoiding the transmission through unnecessary nodes. 

Considering the aforesaid significance of providing timely delivery of real
methodacknowledges the need to protect both generated and packets ‘on-the-fly’ from being routed to infected 
nodes. Therefore, we provide an alternative route to detour the affected packets. 

The initial phase of the proposed BPR technique is based on the GF algorithm. Neighbours’ location and 
neighbours are obtained through frequent beacon updates and kept in each node’s routing table. 

There are three processes in this method. First is flag notification of the infected nodes. This is followed by 
traffic diversion and finally the beacon updates. 

Flag notificationof the infected nodes:  
Through the Fuzzy data clustering technique, each node is aware of their infection status. Once infected, the 

corresponding node will quickly notify the source node so that it will no longer receive any incoming p
pressure notification by triggering an infection flag in the notification packet and 

sending it to the source node. Here, the flag is set to 1 if there is any infection, and stays 0 in normal mode.
sage sent backwards to notify the senders of any events. This will also involve 

intermediate nodes that reside within the same route with the affected nodes. Upon receiving this notification, 
source node will stop sending through the infected node. The notification is done using back
instead of broadcasting since the latter will send notifications to all the nodes in the network. This will result in 
unnecessary transmissions and obviously waste valuable resources and slow the communication p

Upon receiving the notification from the downstream nodes, the corresponding upstream node will check its 
routing table and delete the corresponding entry of the affected node. This upstream node will in turn forward 

hop neighbour. The process is repeated until the notification reaches the source 
node. The source node will perform similar tasks and delete the entry of that particular node from its table so 
that it will not send further incoming packets through the corrupted node. 

Each intermediate node knows the position and the shortest distance to their 1
information is obtained through periodic beacon updates between nodes. At this point, a node’s routing table 

ontain a fresh list of its 1-hop unaffected neighbours. This will be the nodes located outside the 
boundaries of the affected regions and thus will be able to forward the packets to the correct destinations. In 

hop neighbour with the closest geographical distance to destination will be chosen. 
The intermediate nodes, upon receiving the packets, will in turn find their 1-hop neighbour and continue 
forwarding the packets. Unless they receive another infection notification, these processes repeated until all the 
packets reach their final destinations. 
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method. Since the last node that hits the ball is N8 and it contains no anomalies, we regard it as an Exit Gate 
ball hinges at Ne, it will rotate and 

. Not surprisingly, this method 
N12)whilst there is a shorter route to destination. 

In contrast, the selection of N8 in our method is based on the transmission range covered by NLocal. For this 
as the potential exit node and therefore avoid visiting the longer route. At this point, we 

l forwarding method (GF). Since none of the neighbouring nodes are inside the 

he shortest distance between Ne,N9 and N13 to the 
, N13 will be chosen to forward the 

packets to the destination node based on the information received from N8. The total number of visited hops 
using this technique is 7 in contrast with 11 by the GAR. Thus, we save considerable time and resources by 

Considering the aforesaid significance of providing timely delivery of real-time packets, this 
fly’ from being routed to infected 

The initial phase of the proposed BPR technique is based on the GF algorithm. Neighbours’ location and 
neighbours are obtained through frequent beacon updates and kept in each node’s routing table. 

There are three processes in this method. First is flag notification of the infected nodes. This is followed by 

Through the Fuzzy data clustering technique, each node is aware of their infection status. Once infected, the 
corresponding node will quickly notify the source node so that it will no longer receive any incoming packets. 

pressure notification by triggering an infection flag in the notification packet and 
sending it to the source node. Here, the flag is set to 1 if there is any infection, and stays 0 in normal mode. 

sage sent backwards to notify the senders of any events. This will also involve 
intermediate nodes that reside within the same route with the affected nodes. Upon receiving this notification, 

ification is done using back-pressure method 
instead of broadcasting since the latter will send notifications to all the nodes in the network. This will result in 
unnecessary transmissions and obviously waste valuable resources and slow the communication processes. 

Upon receiving the notification from the downstream nodes, the corresponding upstream node will check its 
routing table and delete the corresponding entry of the affected node. This upstream node will in turn forward 

hop neighbour. The process is repeated until the notification reaches the source 
node. The source node will perform similar tasks and delete the entry of that particular node from its table so 

Each intermediate node knows the position and the shortest distance to their 1-hop neighbour. This 
information is obtained through periodic beacon updates between nodes. At this point, a node’s routing table 

hop unaffected neighbours. This will be the nodes located outside the 
boundaries of the affected regions and thus will be able to forward the packets to the correct destinations. In 

h the closest geographical distance to destination will be chosen. 
hop neighbour and continue 
ocesses repeated until all the 
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The identification of infected nodes prior to transmission is crucial to discover the way to divert the 
incoming traffic away from the infected areas. Since all the selected nodes are f
region, this method avoids the packets from being trapped in there and lost. This saves considerable time and 
resources for retransmissions and ensures that packets are sent with the least possible delay. There will be 
minimum communication overheads since it only requires the knowledge of the node’s 1
any case that this approach meets the local minima problem, the first approach explained in Section 4.2.1 is 
automatically applied. 
 
Beacon updates:  

Current updates on delivery status are very important in observing a timely data delivery in WSN. As such, 
we limit the updates to every five intermediate nodes in order to reduce routing overheads. We tested and 
justified the impact of choosing a particular am
received from the fifth node after a certain threshold, the source node will retransmit the same packet from 
which the ACKis missing. 

The source node will piggyback any received infection notific
node that receives the notification will change its next hop information and send the packets to the next 
available hop in its routing table. Nevertheless, considering a larger duration in sending the ACK (e.g. 
nodes) may lead to considerable delay in detecting errors, thus waste substantial energy. For example, if the first 
node is infected during transmission, it can only be detected after the 10th node. Therefore, there will be huge 
waste of resources in terms of energy and transmission time that could be otherwise spent on more accurate and 
valuable information. This may also result in obsolete information which is critical in WSN and may cost 
human lives. 
 
4.2.3. Normal Forwarding Algorithm

In a normal condition when there is no infected node, all the packets are forwarded using the normal GF 
algorithm which is based on the closest 1
destination node, will encapsulate the information of destinati
Based on the information specified in the received packet, the current node learns the address of the destination 
node and forwards the packets to its next 1
destination. In the case of local minima, the BPR technique will be automatically applied.

Fig. 8 shows a scenario of infected nodes and how the proposed method diverts the packets away from the 
identified regions. Note that once infected,
corresponding infected node will be deleted from its neighbouring tables. The proposed RB will be applied 
when local minima is met. 

 

 
Fig. 8: Infection area and traffic diversion 
 
4.3. Particle Swarm Optimization: 

PSO encompasses swarmof particles. In general, each and every particle occupies position in the search 
space. The position’s quality is generally being demonstrated by the fitness of each particle which revo
the search space with a specific velocity. Each particle’s velocity is substantially influenced by its best 
positionestablished in the search space so far and an appropriate solution will be demonstrated by the 
neighborhood positions. Finally, the 
two parameters namely,  

a. Position (x, y)  and b. Velocity (v
The fitness value is calculated for choosing a cluster particle depends on the following three factors namely, 
 
� Energy of the particle or node EN
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The identification of infected nodes prior to transmission is crucial to discover the way to divert the 
incoming traffic away from the infected areas. Since all the selected nodes are free from visiting the infected 
region, this method avoids the packets from being trapped in there and lost. This saves considerable time and 
resources for retransmissions and ensures that packets are sent with the least possible delay. There will be 

m communication overheads since it only requires the knowledge of the node’s 1
any case that this approach meets the local minima problem, the first approach explained in Section 4.2.1 is 

nt updates on delivery status are very important in observing a timely data delivery in WSN. As such, 
we limit the updates to every five intermediate nodes in order to reduce routing overheads. We tested and 
justified the impact of choosing a particular amount of updates in the evaluation section. If the ACK is not 
received from the fifth node after a certain threshold, the source node will retransmit the same packet from 

The source node will piggyback any received infection notification message to downstream nodes. The first 
node that receives the notification will change its next hop information and send the packets to the next 
available hop in its routing table. Nevertheless, considering a larger duration in sending the ACK (e.g. 
nodes) may lead to considerable delay in detecting errors, thus waste substantial energy. For example, if the first 
node is infected during transmission, it can only be detected after the 10th node. Therefore, there will be huge 

terms of energy and transmission time that could be otherwise spent on more accurate and 
valuable information. This may also result in obsolete information which is critical in WSN and may cost 

Normal Forwarding Algorithm: 
condition when there is no infected node, all the packets are forwarded using the normal GF 

algorithm which is based on the closest 1-hop neighbour. The source node, knowing the address of the 
destination node, will encapsulate the information of destination node in the packets to its 1
Based on the information specified in the received packet, the current node learns the address of the destination 
node and forwards the packets to its next 1-hop neighbour. These processes repeat until the pac
destination. In the case of local minima, the BPR technique will be automatically applied.

shows a scenario of infected nodes and how the proposed method diverts the packets away from the 
identified regions. Note that once infected, the node will send flag notification to source node so that the 
corresponding infected node will be deleted from its neighbouring tables. The proposed RB will be applied 

 

Infection area and traffic diversion circumstances 

PSO encompasses swarmof particles. In general, each and every particle occupies position in the search 
space. The position’s quality is generally being demonstrated by the fitness of each particle which revo
the search space with a specific velocity. Each particle’s velocity is substantially influenced by its best 

established in the search space so far and an appropriate solution will be demonstrated by the 
neighborhood positions. Finally, the swarm will meet the optimal positions. Particles are created by considering 

. Velocity (v1, v2) 
The fitness value is calculated for choosing a cluster particle depends on the following three factors namely, 

Energy of the particle or node EN 
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The identification of infected nodes prior to transmission is crucial to discover the way to divert the 
ree from visiting the infected 

region, this method avoids the packets from being trapped in there and lost. This saves considerable time and 
resources for retransmissions and ensures that packets are sent with the least possible delay. There will be 

m communication overheads since it only requires the knowledge of the node’s 1-hop neighbour. If, in 
any case that this approach meets the local minima problem, the first approach explained in Section 4.2.1 is 

nt updates on delivery status are very important in observing a timely data delivery in WSN. As such, 
we limit the updates to every five intermediate nodes in order to reduce routing overheads. We tested and 

ount of updates in the evaluation section. If the ACK is not 
received from the fifth node after a certain threshold, the source node will retransmit the same packet from 

ation message to downstream nodes. The first 
node that receives the notification will change its next hop information and send the packets to the next 
available hop in its routing table. Nevertheless, considering a larger duration in sending the ACK (e.g. 10th 
nodes) may lead to considerable delay in detecting errors, thus waste substantial energy. For example, if the first 
node is infected during transmission, it can only be detected after the 10th node. Therefore, there will be huge 

terms of energy and transmission time that could be otherwise spent on more accurate and 
valuable information. This may also result in obsolete information which is critical in WSN and may cost 

condition when there is no infected node, all the packets are forwarded using the normal GF 
hop neighbour. The source node, knowing the address of the 

on node in the packets to its 1-hop neighbour. 
Based on the information specified in the received packet, the current node learns the address of the destination 

hop neighbour. These processes repeat until the packets reach their 
destination. In the case of local minima, the BPR technique will be automatically applied. 

shows a scenario of infected nodes and how the proposed method diverts the packets away from the 
the node will send flag notification to source node so that the 

corresponding infected node will be deleted from its neighbouring tables. The proposed RB will be applied 

PSO encompasses swarmof particles. In general, each and every particle occupies position in the search 
space. The position’s quality is generally being demonstrated by the fitness of each particle which revolves in 
the search space with a specific velocity. Each particle’s velocity is substantially influenced by its best 

established in the search space so far and an appropriate solution will be demonstrated by the 
swarm will meet the optimal positions. Particles are created by considering 

The fitness value is calculated for choosing a cluster particle depends on the following three factors namely,  
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� Energy of particles or sensors with in a radio range from a particular particle (p)  
� Distance of those particles with in the radio range from a particular particle (p) 
 

 
 
Fig. 9: Particle Swarm Optimization in WSN 
 
4.4.Gravitational Search Algorithm: 

Gravitational Search Algorithm is an optimization algorithm used in the proposed method for constructing 
an optimal path for transmitting the sensed data to the base station. The node which has the data to transmit is 
called source node. Such node checks for the next best hop to transmit the sensed data towards the destination or 
Base Station. For finding the next best hop, a route_request message is sent to all the neighbors. This 
route_request message contains the information like the node’s own position, velocity and energy to the 
neighbor. Neighbor nodes forward the same request to its available neighbors by replacing the received position, 
velocity and energy value by its own value. The same process is repeated until it reaches the Base Station. 
Gravitational Search Algorithm (GSA) is used for finding the next best hop in the proposed method is shown in 
Fig.10. 

 

 
Fig. 10: Flow Diagram of Implementation 
 
5. Experimental Evaluation: 

In this section, expected evaluation of the performance using E-OEERP through NS-2 simulations using 
some pre-defined metrics.In addition to the reduced number of residual nodes, different network parameter 
analysis is being done for the proposed and existing protocols. Parameters like Total Energy Consumption, 
Throughput, Packet Delivery Ratio, Overall Network lifetime, Normalized Control Overheads are compared for 
the proposed and the existing protocols. 

 
5.1. Energy Consumption: 

The energy consumption of a node is based on sensing, computing and communication. The energy 
consumption for a node can be calculated as 

 
EC=Ei-Er 

where, 
Ec- Energy consumed 
Ei- Initial energy of the sensor node and 
Er- Remaining energy available of the node     
after sensing and communication operation. 
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Similarly the total energy consumed for all the nodes in the network can be calculated as, 
 

Σ Econsumed=Σ  Einitial− Eremaining 

 
Total Energy Consumption for the sensor nodes at different time slots are measured for the proposed and 

the existing protocols which is shown. The total energy consumption increases as number of nodes increases. 
There is a gradual increase in the energy consumption for each protocol. From the Fig.11, it can be predicted 
that the Total Energy Consumption of the proposed E-OEERP is less when compare with other existing 
protocols. Less energy consumption results in better network lifetime. 

 
5.2.Throughput: 

Figure 12 shows the throughput comparison of the proposed E-OEERP and the existing protocols. An 
effective system will have better throughput value. Throughput is defined as how effective the data is being 
delivered to the designated receiver or base station effectively. It is defined as the number data is being 
transmitted in bits per second (bps or b/s). The graph shows that, throughput of the proposed work is better than 
the existing protocols. 

 

 
 

Fig. 11: Energy Consumption 
 

 
 

Fig. 12: Network Lifetime 
 
Throughput is the number of useful bits per unit of time forwarded by the network from a certain source 

address to a certain destination, excluding protocol overhead, and excluding retransmitted data packets.  
 
Throughput   =   No of Packets Received 
                                        Simulation time 
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Fig. 12: Throughput 
 

5.3. Packet Delivery Ratio: 
Higher the number of received packets increases, the PDR ratio which improves the performance of the 

system. 
 
The Packet Delivery Ratio (PDR) can be calculated as, 
 

PDR = RXpackets/TXpackets 

where, 
-TXpacketsis the number of packets transmitted and 
-RXpacketsis the number of packets received. From Fig. 13, 
It is clearly seen that the PDR of the proposed work is better when compared to various existing protocols 

at different time slots. For an effective system, the packet delivery ratio should be maximum. 
Energy efficient routing protocolsin WSN should be designed in an efficient manner in order to improve the 

network lifetime. The network lifetime is decided by the effective usage of the sensor node in the network. 
Sensor node in the sensing region is used to perform sensing, processing and communication. The overall 
network lifetime is based on the above said factors. The network lifetime can be improved by avoiding the 
sensor node totransmit raw data.  

If a network is constructed by considering the above said factors, the overall network lifetime can be 
improved. These factors are included in the proposed method and the overall network life time is improved. 
From Fig. 13, it can be seen that the overall lifetime of E-OEERP is better than the existing protocols. 

Packet Delivery Ratio is defined as the average of the ratio of the number of data packets received by each 
receiver over the number of data packets sent by the source. 

Delivery ratio =    Nos. of Packets Received 
                                  Nos. of packets Sent 
The overall network lifetime of the wireless sensor network can be improved by properly making the sensor 

nodes radio to be in either in ON (Active) or OFF (Sleep) mode. The proposed work provides better lifetime 
than other protocols. 

 

 
 

Fig. 13: Packet Delivery Ratio 
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5.4. End-To-End Delay: 
The resulting end-to-end delay can be seen in Figs. 14. the proposed E-OEERP shows remarkable 

performance with over 51.5 and 72.2 percent improvements respectively compared with OEERP and E-OEERP. 
This is closely related to the resulting number of hops and the packet delivery ratio, the average end-to-end 
delay for our method is much lower than both alternative methods in either scenario.It is defined as the average 
time taken by the packet to reach the server node from the client node. 

Delay = No of Packets Sent 
                  Simulation time 

 
 

Fig. 14: End-To-End Delay 
 

Conclusion: 
In this papar, performance evaluation and improvement in WSNs were analysed by proposed solution of E-

OEERP. By-passed routing technique in avoiding infected areas and those anomalous nodes detected using a 
fuzzy data clustering method and the information collected is used in the proposed BPR technique. With this 
mechanism to solved three major dilemmas in the traditional routing approaches: local minima, false boundary 
detection and visits to unnecessary nodes. The twin rolling balls greatly help to define the next forwarding node 
and mitigate the false boundary detection applicable in the existing rolling ball technique. 

Using NS-2, have proven it to exhibit high performance compared with the other studied protocols. An E-
OEERP with security is proposed in this Project. In the existing OEERP the individual node formation takes 
place during cluster formation. And such individual nodes can become a member of any cluster during next 
cluster formation and some other node may become as an individual node. Though the percentage of individual 
nodes varies from one time slot to other, it is a major drawback while considering the network lifetime. Such 
nodes may die earlier as it has to transmit the sensed data either directly to the Base station or after finding the 
best next hop. These individual nodes in WSN are eliminated by using Particle Swarm Optimization in the 
proposed work. This can be done by finding the fitness value of each and every node in the network. A new 
node called Cluster Assistant is introduced with Cluster Head in the proposed method. It act as a coordinator 
node for the corresponding Cluster Head. Using Gravitational Search Algorithm, the parameters like distance 
and force between the sensors nodes are taken into consideration for finding the next best hop. Simulation 
results show the better performance of the proposed work than the existing routing protocols. For mobile WSN, 
the same work can be used for eliminating individual node formation during clustering. 

 
7. Future Scope: 

The following research directions can be focused in future to further enhance the system performance to a 
great extent. 

 
� Analysis of other efficient optimization technique viz. hybrid PSO and Ant Colony Optimization can 

be studied and evaluated to optimize the cluster head selection process of AHPC protocol and to obtain 
optimized results. 

� Analysis on the load sharing among the cluster heads of AHPC protocol can be studied and evaluated 
by adopting new techniques to enhance the efficient resource utilization in mobile ad hoc networks. 
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